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Introduction

Introduction

This Administrator Guide provides detailed information on the configuration and management of this unit.
Technical descriptions are included in this guide. Prior knowledge of networking and VolP (Voice over Internet
Protocol) is required.

Related Documentation

Getting Started
Briefly describes basic information about the installation of the unit.

Operating Instructions
Describes the parts of the unit, operation procedures, maintenance, etc.

Manuals and supporting information are provided on the Panasonic Web site at:
http://lwww.panasonic.com/sip (for users in the United States)
http://panasonic.net/pcc/support/sipphone (for users in all other countries/areas)

NOTES

* The screen shots shown in this guide are provided for reference only, and may differ from the screens
displayed on your PC.

* SD Memory Cards that can be used with this unit are collectively referred to as "SD cards". For details
about supported SD cards, refer to the appropriate Web site above.

* In this manual, buttons on the unit’s key sheet are shown as . Depending on the country/area,

the key sheet buttons on your unit will have only an icon (). Other text that appears on the
screen is enclosed in square brackets and is shown in a bold typeface: [Text].

Trademarks

e SDXC Logo is a trademark of SD-3C, LLC.

* Microsoft, Internet Explorer, and Windows are either registered trademarks or trademarks of Microsoft
Corporation in the United States and/or other countries.

* Linuxis a registered trademark of Linus Torvalds in the United States, other countries, or both.

* All other trademarks identified herein are the property of their respective owners.

* Microsoft product screen shot(s) reprinted with permission from Microsoft Corporation.
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Section 1

Initial Setup

This section provides an overview of the setup
procedures for the unit.
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1.1 Setup

1.1.1 Factory Defaults

Many of the settings for this unit have been configured before the unit ships.

Where possible, these settings are configured with the optimum or most common values for the setting. For
example, the port number of the SIP (Session Initiation Protocol) server is set to "5060".

However, many of the settings, such as the address of the SIP server or the phone number, have not been
pre-configured, and they must be modified depending on the usage environment.

1.1.2 Language Selection for the Unit

You can change the language used on the display.
In addition, various settings can be configured by accessing the Web user interface from a PC on the same
network. You can select the language for the Web user interface.

Note

* To select the display language for the unit, refer to the Operating Instructions on the Panasonic Web
site (— see Introduction).

* To select the display language for the Web user interface, see 4.5.1 Web Language.

1.1.3 Basic Network Setup

This section describes the basic network settings that you must configure before you can use the unit on your
network.

You must configure the following network settings:

* TCP/IP settings (DHCP [Dynamic Host Configuration Protocol] or static IP address assignment)
* DNS server settings

* Ethernet port settings (Ethernet port connection mode, LLDP settings or VLAN settings)

* NTP server settings

Network Settings

16

The following procedures explain how to change the network settings via the unit.

For details about the individual network settings that can be configured via the unit, refer to the Operating
Instructions on the Panasonic Web site (— see Introduction).

For details about configuring network settings via the Web user interface, see 4.4.1 Basic Network
Settings.

To obtain an IP address from a DHCP server

Press on the Home screen, and then tap [Settings].

Tap [Network] and then select [Basic Network settings].

In [Connection mode], select [DHCP].

In [DHCP Settings], select [Receive DNS server address automatically].
Tap [OK].

akrwbd =
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* If you selected [Use the following settings] in step 4, enter the addresses for DNS1 (primary DNS
server) and, if necessary, DNS2 (secondary DNS server) manually.

To use a static IP address

Press on the Home screen, and then tap [Settings].

Tap [Network] and then select [Basic Network settings].

In [Connection mode], select [STATIC].

Enter the IP address.

Enter the subnet mask.

Enter the default gateway.

Enter the DNS1 (primary DNS server), and, if necessary, DNS2 (secondary DNS server).
Tap [OK].

Z ONoakl~wN =

* If your phone system dealer does not allow you these settings, you cannot change them even though
the unit shows the setting menu. Contact your phone system dealer for further information.

* If you select [DHCP] for the connection mode, all the settings concerning static connection will be
ignored, even if they have been specified.

* If you select [DHCP] for the connection mode, and enable [Receive DNS server address
automatically], the DNS server settings (DNS1 and DNS2) will be ignored, even if they have been
specified.

Ethernet Settings

The following procedures explain how to change the Ethernet port connection mode (link speed/duplex mode),
LLDP (Link Layer Discovery Protocol) settings and VLAN (Virtual Local Area Network) settings via the unit.
For details about configuring Ethernet settings via the Web user interface, see 4.4.2 Ethernet Port
Settings.

Using LLDP

Press on the Home screen, and then tap [Settings].

Tap [Administration], enter the administrator password, and then tap [OK].
Tap [Ethernet port settings].

Select the connection mode for [LAN port] and [PC port].

Check [Use LLDP].

Enter the LLDP-MED Timer.

Enter the VLAN ID.

Enter the priority.

Tap [Save and Reboot].

Using VLAN

Press on the Home screen, and then tap [Settings].

Tap [Administration], enter the administrator password, and then tap [OK].
Tap [Ethernet port settings].

Select the connection mode for [LAN port] and [PC port].

Check [Use VLAN].

Enter the VLAN ID.

Enter the priority.

Tap [Save and Reboot].

WCoOoNoaR~LN 2
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* For details about the administrator password, see 3.1.2 Phone User Interface Administrator
Menu.

*  When both [Use LLDP] and [Use VLAN] are checked, VLAN settings are prioritized.

Date and Time (NTP Server) Settings

The following procedure explains how to set the date and time using a NTP (Network Time Protocol) server
via the unit.

Press on the Home screen, and then tap [Settings].
Tap [Date & time] and then select [NTP Server].

Check [Use NTP server].

Enter the NTP server’s address.

Enter the synchronization interval.

Tap [OK].

zZ ourwN 2

ote

* If your phone system dealer does not allow you these settings, you cannot change them even though
the unit shows the setting menu. Contact your phone system dealer for further information.

1.1.4 Other Network Settings

1.1.4.1 Firewall and Router Setup

When the unit is connected to a network that is protected by a firewall and/or router, you need to configure the
firewall and/or router so that they do not block communication from the IP address and port number used by
the unit.
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1.1.4.2 NAT (Network Address Translation) Setup

This section provides information about configuring a router that uses NAT.
Internet

< Global IP address:
XXX.YyYy.zzz.127

7

- Router

vl

Switching

PC SIP Phone
Private IP address: Private IP address:
192.168.228.11 192.168.228.12

If the unit is connected to a network that uses a NAT router and a private IP address is assigned to each
terminal on the network, depending on your phone system’s setup, you might need to configure the unit and
router so as to use NAT Traversal techniques.

If your phone system dealer provides an outbound proxy service that supports NAT Traversal, you need only
to set the IP address of the SIP outbound proxy server to the unit—no other settings are necessary.
However, depending on the phone system of the outbound proxy service, no setting may be necessary because
private IP addresses are automatically translated into global IP addresses by the outbound proxy server.

For details about the outbound proxy service, consult your phone system dealer.

When TCP is used to transport the SIP messages, you must always configure the devices for NAT Traversal.

To configure NAT Traversal, you must have the following information:

* The global IP address of the router.

* The port numbers you will specify for [Source Port] and [External RTP Port] through the Web user
interface, so that you can configure the appropriate port forwarding settings.

Note
* Because the IP address of the router needs to be set in the unit, the IP address must be static.

SIP Setup

It might be necessary to manually set the router’s global IP address and reception port number in the unit.
In addition, it might also be necessary to configure the port forwarding settings of the router so that packets
sent from an outside network are sent to the unit. These settings are required for each individual line. For
details about Web user interface programming, see 4.4.5 Static NAPT Settings and 4.6.2.5 SIP Source
Port.
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RTP (Real-time Transport Protocol) Setup

If the unit is connected to a network that uses a NAT router and a private IP address is assigned to each
terminal on the network, you must configure the RTP function for the unit and router so that the units can
perform voice transmission between each other using a peer-to-peer connection.

However, if your phone system supports the SBC (Session Border Controller) function, it is not necessary to
configure these settings.

For details about the SBC function, consult your phone system dealer.

For details about Web user interface programming, see 4.4.5 Static NAPT Settings.

Router Setup

When configuring the port forwarding function, specify the router’s reception port number as the unit’s port
number.

Port forwarding should be configured for the ports specified in [Source Port] (— see SIP Setup in this section)
and [External RTP Port] (— see RTP (Real-time Transport Protocol) Setup in this section).

Set the same port number for the source port and destination port, and set the unit’s private IP address as the
destination address.

Because the unit’s private IP address will have to be set in the router’s port forwarding configuration again if
it is changed, set a static IP address to the unit, or configure the router so that the same IP address is always
assigned to the unit if IP addresses are assigned by a DHCP server.

For details about how to configure the router, refer to the documentation for the router.

Because the port forwarding settings depend on the user’s network environment, they cannot be programmed
using configuration files.

1.1.4.3 Global Address Detection

20

The global IP address is a unique IP address that is assigned to a particular terminal. If the global IP address
assigned to the firewall or the router is changed, the unit will not be able to communicate.

If the global IP addresses of these terminals are assigned by a DHCP server in the higher level network where
they are connected, the IP address may differ each time the unit transmits data.

The Global Address Detection feature detects the current global IP address and, if the IP address has changed,
sets it automatically to the SIP server. There are 2 methods, using STUN (Simple Traversal of UDP through
NATSs) or SIP messages, to perform this feature. For details about specifying this setting through the Web user
interface, see 4.4.4 Global Address Detection.

Note
* For details about server information, consult your network administrator.
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General Information on Programming

This section describes the various ways of programming
the unit.
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2.1 Overview of Programming

There are 3 types of programming, as shown in the table below:

Programming
Type

Phone user Configuring the unit’s settings directly from the unit — 2.2 Phone User Interface

interface (via on the Phone screen or the Programming

POSATIG | {Seinge meru) o Secton 3 prone Usr

Description References

Web user Configuring the unit’s settings by accessing the Web | — 2.3 Web User Interface
interface user interface from a PC connected to the same Programming
programming network. — Section 4 Web User

Interface Programming

Configuration file | Configuring the unit’s settings beforehand by creating | — 2.4 Configuration File

programming configuration files (pre-provisioning), and having the | Programming
unit download the files from a server oran SD cardand | — Section 5 Configuration
configure its own settings (provisioning). File Programming

2.2 Phone User Interface Programming

You can change the settings directly from the unit.

For details about the operations, refer to the Operating Instructions on the Panasonic Web site (— see
Introduction).

For more details about phone user interface programming, see Section 3 Phone User Interface
Programming.

2.2.1 Changing the Language for Phone User Interface
Programming

You can change the language used on the LCD. Because the language settings for the LCD of the unit are
not synchronized, you must set the languages individually for the unit.

For details about changing the setting, refer to the Operating Instructions on the Panasonic Web site (— see
Introduction).
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2.3 Web User Interface Programming

After connecting the unit to your network, you can configure the unit’s settings by accessing the Web user
interface from a PC connected to the same network. For details, see Section 4 Web User Interface

Programming.

Switching
Hub

SIP Phone

* Connect the switching hub to the unit’'s LAN port. The unit will not connect properly if you connect to

the unit’'s PC port.

*  While the unit is connected to a switching hub, you can also perform Web user interface programming
by connecting a PC to the unit's PC port.

* You can perform Web user interface programming by connecting a PC directly to the unit without using
a switching hub or router. In this case, connect the PC to the LAN port of the unit.

Document Version 2012-07 Administrator Guide 23



Section 2 General Information on Programming

2.4 Configuration File Programming

You can make settings by creating a configuration file in advance (— see 2.4.2 Pre-provisioning). Also, the
unit can be set by downloading configuration files from a server (— see 2.4.3 Provisioning). For details about
programming configuration files, see Section 5 Configuration File Programming.

When Shipped From Factory Phone system dealer

TFTP Server

Unit Settings Unit Settings

Pre-provisioning
data download

Pre-provisioning data

Factory defaults Factory defaults

Phone system dealer End user

Provisioning Server

Unit Settings Unit Settings

Provisioning configuration*?

data download User modified data
Provisioning data Provisioning data
Pre-provisioning data Pre-provisioning data
Factory defaults Factory defaults

"I User configuration refers to Phone user interface programming and Web user interface programming.
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2.4.1 Configuration File Programming Methods

There are 2 methods to program configuration files:

* Plain text provisioning: a provisioning method using plain text configuration files.

* XML provisioning: a provisioning method using XML formatted configuration files.

The examples in 2.4.2 Pre-provisioning and 2.4.3 Provisioning use the plain text provisioning method. For
details about XML provisioning, see 2.4.4 XML Provisioning.

2.4.2 Pre-provisioning

2.4.2.1 What is Pre-provisioning?

Pre-provisioning can aid the installation process by allowing phone system dealers to configure beforehand
the minimum settings required to operate the unit.

For example, phone system dealers can store on the TFTP server a configuration file that contains only the
URL of a server where another configuration file is stored. This second configuration file contains settings
configured specifically for the usage environment of the user. The user will be able to start using the unit by
just connecting it to the network.

To perform pre-provisioning, you must set the IP address of a TFTP server to the DHCP server option 66 so
that the unit can acquire the TFTP server address. When the unit starts up and no configuration has been
applied, it will automatically acquire the address of the TFTP server and download the configuration file.

To restore settings configured by pre-provisioning, return the unit to its factory default state by performing a
reset. You can reperform pre-provisioning after resetting the unit.

For details about resetting the unit, see Section 9 Resetting the Unit.

2.4.2.2 Server for Pre-provisioning

To perform pre-provisioning, the unit needs to acquire the TFTP server address from option 66 on a DHCP
server. Therefore, pre-provisioning cannot be performed if you use static IP addressing on your network. If you
use static IP addressing and want to perform pre-provisioning, construct a small, separate network and connect
a DHCP and TFTP server to that network.

The DHCP server and TFTP server play important roles in performing pre-provisioning. This section explains
their purposes, uses, and brief descriptions.

Server Purpose Description
DHCP server Used to provide the address | In option 66 of the DHCP server, specify the IP
ofa TFTP server, setin option | address or FQDN (Fully Qualified Domain Name) of
66 of the DHCP server. the TFTP server.
For details, refer to the documentation for your
DHCP server.
Note
*  The maximum length of FQDN text is 64
bytes.
TFTP server Used to store configuration The unit will download the configuration file
files, and is set as the access | "KX-UT670.cfg" stored in the root directory of the
point for downloading them TFTP server.
automatically.
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DHCP and TFTP servers may be supplied with your operating system, provided through commercial services,
and are also distributed freely on the Internet. Use a server setup that best matches your environment.
When installing and setting up the DHCP server and TFTP server, refer to the documentation supplied with
the product.

2.4.2.3 Pre-provisioning Setting Example

This section gives an example of how to perform pre-provisioning.

Setting Example

Item Description/Setting
TFTP server address 192.168.0.130
Distribution directory of TFTP server [tftproot
Model name of the unit KX-UT670
MAC address of the unit 0080F0123456

Provisioning server name (the server domain provisioning.example.com
name or URI where the configuration file used
for provisioning is to be stored)

File name of the configuration file used for Config0080F0123456.cfg
provisioning

URL of the configuration file used for http://provisioning.example.com/
provisioning ConfigD080F0123456.cfg

DHCP server option 66 192.168.0.130

IP address range assigned by DHCP server 192.168.0.16 to 192.168.0.63

File name of the configuration file used for KX-UT670.cfg
pre-provisioning

The setting example as set in KX-UT670.cfg CFG_STANDARD FILE PATH="http://
provisioning.example.com/Config{MAC}.cfg"

Note

"{MAC}" is replaced by the MAC address of the
unit.
(e.g., "0080F0123456")

Step 1
Connect the unit to the network, and turn the Power on
power on. >
* The unit is assigned the IP address

"192.168.0.16" by the DHCP server. E—— IP Address:

i ) SIP Phone 192.168.0.16 DHCP Server
* The unit receives the TFTP server address TF'I:P Add' .
ress:

"192.168.0.130" from the DHCP server 192.168.0.130
using DHCP server option 66.

26 Administrator Guide Document Version 2012-07



Step 2
The unit downloads the configuration file for
pre-provisioning from the TFTP server.

Step 3

The URL of the server where the configuration
file for provisioning is stored (provisioning
server) is set to the unit.

Step 4

The unit will automatically restart.

When the unit is distributed to end users and
started up in real circumstances, provisioning
will be performed correctly.

2.4.3 Provisioning

2.4.3.1 What is Provisioning?

Section 2 General Information on Programming

tftp://192.168.0.130/
KX-UT670.cfg

KX-UT670.cfg
D TFTP Server

http://provisioning.example.com/
Config0080F0123456.cfg

SIP Phone KX-UT670.cfg

http://provisioning.example.com/
Config0080F0123456.cfg
>

Config0D080F0123456.cfg

SIP Phone Provisioning
Server

After pre-provisioning has been performed (— see 2.4.2 Pre-provisioning), you can set up the unit
automatically by downloading the configuration file stored on the provisioning server into the unit. This is called

"provisioning".

2.4.3.2 Protocols for Provisioning

Provisioning can be performed over HTTP, HTTPS, FTP, and TFTP. The protocol you should use differs
depending on how you will perform provisioning. Normally, HTTP, HTTPS, or FTP is used for provisioning. If
you are transmitting encrypted configuration files, it is recommended that you use HTTP. If you are transmitting
unencrypted configuration files, it is recommended that you use HTTPS. You may not be able to use FTP
depending on the conditions of the network router or the network to be used.

2.4.3.3 Configuration File

This section gives concrete examples of the functions of the configuration file and how to manage it.

The configuration file is a text file that contains the various settings that are necessary for operating the unit.
The files are normally stored on a server maintained by your phone system dealer, and will be downloaded to
the units as required. All configurable settings can be specified in the configuration file. You can ignore settings
that already have the desired values. Only change parameters as necessary.

For details about setting parameters and their descriptions, see Section 5 Configuration File
Programming.
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Using 3 Types of Configuration Files

The unit can download up to 3 configuration files. One way to take advantage of this is by classifying the
configuration files into the following 3 types:

Type Usage

Master configuration file Configure settings that are common to all units, such as the SIP
server address, and the |IP addresses of the DNS and NTP (Network
Time Protocol) servers managed by your phone system dealer. This
configuration file is used by all the units.

Example of the configuration file’'s URL:
http://prov.example.com/ConfigCommon.cfg

Product configuration file Configure settings that are required for a particular model. This
configuration file is used by all the units that have the same model
name.

Example of the configuration file’s URL:
http://prov.example.com/Config{MODEL}.cfg
Note

* When a unit requests the configuration file, "{MODEL}" is
replaced by the model name of the unit.

Standard configuration file Configure settings that are unique to each unit, such as the phone
number, user ID, password, etc.

Example of the configuration file’'s URL:
http://prov.example.com/Config{MAC}.cfg
Note

¢ When a unit requests the configuration file, "{MAC}" is
replaced by the MAC address of the unit.

Depending on the situation, you can use all 3 types of configuration files, and can also use only a standard
configuration file.

2.4.3.4 Downloading Configuration Files
Downloading a Configuration File via the Web User Interface

The following procedure describes how to enable downloading a configuration file via the Web User Interface

to be used for programming the unit.

1. Confirm that the provisioning server’s IP address/FQDN and directory are correct, and store the
configuration files in the directory (e.g., http:/provisioning.example.com/Panasonic/Config_Sample.cfg).

2. Enter the IP address of the unit into the PC’s Web browser (— see 4.2.4 Accessing the Web User
Interface).

3. Log in as the administrator.

4. Click the [Maintenance] tab, click [Provisioning Maintenance], and then select [Yes] for [Enable

Provisioning].

Enter the URL set up in Step 1 in [Standard File URL].

Click [Save].

oo
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A unit downloads configuration files when it starts up, at regular intervals, and when directed to do so by the
server. In addition, you can prohibit units from downloading the configuration files. For details about the
settings, see 4.8.2 Provisioning Maintenance and 5.4.5 Provisioning Settings.

Download Timing

Explanation

Startup

The configuration files are downloaded when the unit starts up.

At regular intervals of time

The configuration files are downloaded at specified intervals of time, set in
minutes. In the example below, the unit has been programmed to check for
and download configuration files from the provisioning server every 3 days
(4320 minutes).

| cFe_cycric_inTvi="4320"

Provisioning
Server

SIP Phone

Check
< Download >

Check

3 days later ¥| «¢ Download >

Check

6 days later 4 S —

The configuration files are downloaded periodically under the following
conditions:

* In the configuration file, add the line, CFG_CYCLIC="Y".

Set an interval (minutes) by specifying "CFG_CYCLIC_INTVL".

* In the Web user interface:

Click the [Maintenance] tab, click [Provisioning Maintenance],
and then select [Yes] for [Cyclic Auto Resync].

— Enter an interval (minutes) in [Resync Interval].

* The interval may be determined by your phone system dealer. A
maximum interval of 28 days (40320 minutes) can be set on the
unit.
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Download Timing Explanation

At a specified time each day | After the unit is powered on, it will check for and download configuration
files once per day at the specified time.

| cFe_RESYNC_TIME="02:00"

Provisioning
SIP Phone Server

Power On Check -

at12:00 | 4

Download

Check

Download

Check

) 04

Download

v v

The configuration files are downloaded at a set time each day:
* Set a time by specifying "CFG_RESYNC_TIME".

Note

* Ifthe value for "CFG_RESYNC_TIME" is any valid value other than
an empty string, the unit downloads the configuration files at the
fixed time, and the settings specified in "CFG_CYCLIC",
"CFG_CYCLIC_INTVL", and "CFG_RTRY_INTVL" are disabled.

* The time is specified using a 24-hour clock ("00:00" to "23:59").

* The unit’s date and time must be set in order to use this method.

When directed When a setting needs to be changed immediately, units can be directed to
download the configuration files by sending them a NOTIFY message that
includes a special event from the SIP server.
* In the configuration file:

— Specify the special event text in "CFG_RESYNC_FROM SIP".
* In the Web user interface:

— Click the [Maintenance] tab, click [Provisioning Maintenance],

and then enter the special event text in [Header Value for Resync
Event].

Generally, "check-sync" or "resync" is set as the special event text.
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Download Timing

Explanation

None (prohibited)

If you want to prohibit units from changing their settings by downloading
configuration files, you can enable this function.
The following operations will be prohibited:
— Provisioning at startup
— Provisioning at regular intervals
— Provisioning by sending a NOTIFY message
* In the configuration file:
— Add the line, PROVISION ENABLE="N".
* In the Web user interface:
— Click the [Maintenance] tab, click [Provisioning Maintenance],
and then select [No] for [Enable Provisioning].
* To enable provisioning again, in the Web user interface:
— Click the [Maintenance] tab, click [Provisioning Maintenance],
and then select [Yes] for [Enable Provisioning].

2.4.3.5 Provisioning Server Setting Example

This section gives an example of how to set up the units and provisioning server when configuring 2 units with
configuration files. The standard configuration files and the master configuration file are used in this example.

Conditions

Item

Description/Setting

Provisioning server FQDN

prov.example.com

Units’ MAC addresses

* 0080F0111111
* 0080F0222222

URL of the configuration files

Configure the following 2 settings either by pre-provisioning or through the

Web user interface. The values of both settings must be the same.

* CFG_STANDARD FILE PATH="http://prov.example.com/
Config{MAC} .cfg"

* CFG_MASTER FILE PATH="http://prov.example.com/
ConfigCommon.cfg"

File name of configuration
files

Store the following configuration files in the HTTP root directory.

* Contains the common settings for the 2 units (master configuration file):
— ConfigCommon.cfg

* Contains the settings unique to each unit (standard configuration files):
— Config0080F0111111.cfg
— Config0080F0222222.cfg

To set up the provisioning server

1. Connect the units to the network, and turn them on.

a. The unit with the MAC address 0080F0111111 accesses the following URLSs:
http://prov.example.com/ConfigCommon.cfg
http://prov.example.com/Config0080F0111111.cfg

b. The unit with the MAC address 0080F0222222 accesses the following URLSs:
http://prov.example.com/ConfigCommon.cfg
http://prov.example.com/Config0080F0222222.cfg
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Example Provisioning Direction from the Server

The following figure shows an example NOTIFY message from the server, directing the units to perform
provisioning. The text "check-sync" is specified for "CFG_RESYNC_FROM_SIP".

NOTIFY sip:1234567890@sip.example.com SIP/2.0

Via: SIP/2.0/UDP xxx.xxx.xxx.xxx:5060;branch=abcdef-ghijkl
From: sip:prov@sip.example.com

To: sip:1234567890@sip.example.com

Date: Thu, 1 Jan 2009 01:01:01 GMT

Call-ID: 123456-1234567912345678

CSeq: 1 NOTIFY

Contact: sip:xxx.xxx.xxx.xxx:5060

Event: check-sync

Content-Length: 0

2.4.3.6 Encryption
Transferring Encrypted Configuration Files

Unencrypted D Encrypted
configuration configuration = ¢
file %

&
file '
CFG_FILE KEY1

CFG_FILE KEY1

To use this method, an encryption key is required to encrypt and decrypt the configuration files. A preset
encryption key unique to each unit, an encryption key set by your phone system dealer, etc., is used for the
encryption. When the unit downloads an encrypted configuration file, it will decrypt the file using the same
encryption key, and then configure the settings automatically.

To decrypt configuration files, the unit uses the encryption key registered to it beforehand. The unit determines
the encryption status by checking the extension of the downloaded configuration file.

Extension of Configuration Configuration File Parameters Used for Decrypting

File
"elc" CFG_FILE_KEY1
".e2c" CFG_FILE_KEY2
".e3c" CFG_FILE_KEY3

Other than ".e1c", ".e2c", and | Processed as unencrypted configuration files.
“_eBC"

2.4.4 XML Provisioning

32

XML provisioning is a provisioning method that uses XML formatted configuration files. XML provisioning
consists of a configuration file (.xml) and a schema file (.xsd). The benefits of XML formatted configuration files
are as follows:

* You can use an XML editor to edit configuration files, which prevents typos in the configuration parameters.
» XML formatted configuration files integrate better with server applications than plain text configuration files.
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* The maximum size of a configuration file is 240 KB.

* The configuration file does not necessarily need to have the ".xml" extension. However, it must start
with a comment line containing "# Panasonic SIP Phone Standard Format File #".

* If you are transferring configuration files using an encryption key (— see 2.4.3.6 Encryption), the file
extension must be changed accordingly.

2.4.4.1 XML Structure
XML Syntax

XML configuration files each consist of an XML declaration and XML instance.

<Dev>

]
</Dev> ,
]
1

[XML Declaration]
The XML declaration contains the XML version and character set, as follows:

<?xml version="1.0" encoding="utf-8"?>

The XML version must be 1.0 and the character set must be UTF-8.

[XML Instance]
The XML instance contains the XML configuration data for programming the unit.

XML Schema File

The XML schema is a description of the type of XML document. The file name should be as follows:
e UT670_config.xsd
This is not a proprietary schema. The schema uses the "http://www.w3.0rg/2001/XMLSchema" nhamespace.

XML Element/Attribute Configuration Parameters

Common Description Rules

* Certain parameter names end with "[n]". This signifies that these settings can be made to each line
individually. The unit supports 6 telephone lines.
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Example:

UserAgentPort[n] SIP_SRC_PORT_ [n]
<UserAgentPortl SIP_SRC_PORT 1="5060" />
<UserAgentPort2 SIP_SRC_PORT 2="5070" />
<UserAgentPort3 SIP_SRC_PORT_3="5080" />
<UserAgentPort4 SIP_SRC_PORT_ 4="5090" />
<UserAgentPort5 SIP_SRC_PORT_ 5="5100" />
<UserAgentPort6 SIP_SRC_PORT_ 6="5110" />

* Certain parameter names end with "[x]". This signifies that these settings can be made to each button
individually. Up to 24 buttons can be configured.
Example:

Button ID="[x]"
<Button ID="1">
<FacilityAction FLEX BUTTON FACILITY ACT1="X PANASONIC IPTEL DN" />
<FacilityActionArgument FLEX BUTTON FACILITY ARGl="1" />
<ButtonMessage FLEX BUTTON LABEL1="" />
</Button>

* Certain parameter names end with "[y1". This signifies that these settings can be made to each codec
individually. The codecs are classified as follows:
- 0:G.722
- 1: PCMA
— 3:G.729A
— 4:PCMU
Example:

Codec.List ID="[y]"
<Codec>
<List ID="0">
<Enable CODEC_ENABLEO_1="Y" />
<Priority CODEC_PRIORITYO 1="1" />
</List>
<List ID="1">
<Enable CODEC_ENABLEl 1="Y" />
<Priority CODEC_PRIORITY1l 1="1" />
</List>
</Codec>

Predefined Entities of XML
The following entities must be used when rendering the following characters in XML.

Character Entity Description
" &quot; Quotation mark
& &amp ; Ampersand
! &apos; Apostrophe
< &lt; Less-than sign
> &gt; Greater-than sign
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2.4.4.2 XML Element/Attribute Configuration Parameter Table

Element . Att.ribute Ref.
(Configuration Parameter)

PANASipPhoneConfig - -

Dev - -

Srv - _

Prof - —
Enable PROFILE ENABLE[n] Page 190
DTMFMethod OUTBANDDTMF [n] Page 182
DigitMap DIAL PLAN [n] Page 185

SIP — -
ProxyServer SIP_PRXY ADDR [n] Page 191
ProxyServerPort SIP_PRXY PORT [n] Page 191
ProxyServerTransport SIP_TRANSPORT [n] Page 205
RegistrarServer SIP_RGSTR_ADDR [n] Page 191
RegistrarServerPort SIP_RGSTR PORT [n] Page 192
UserAgentDomain SIP_SVCDOMAIN [n] Page 192
UserAgentPort[n] SIP_SRC_PORT [n] Page 191
OutboundProxy SIP_OUTPROXY ADDR [n] Page 204
OutboundProxyPort SIP_OUTPROXY PORT [n] Page 205
TimerT1 SIP_TIMER Tl [n] Page 195
TimerT2 SIP_TIMER T2 [n] Page 195
TimerT4 SIP_TIMER T4 [n] Page 196
TimerB SIP TIMER B [n] Page 207
TimerD SIP_TIMER D [n] Page 207
TimerF SIP_TIMER F_[n] Page 208
TimerH SIP_TIMER H [n] Page 208
TimerJ SIP_TIMER J [n] Page 208
InviteExpires SIP_INVITE EXPIRE [n] Page 198
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Element Attribute Ref
(Configuration Parameter) )
RegisterExpires REG_EXPIRE TIME [n] Page 192
RegisterRetryInterval REG_RTX INTVL [n] Page 203
DSCPMark DSCP_SIP_[n] Page 193
X_P_IPTEL RegisterInte | REG_INTERVAL RATE_[n] Page 193
rvalRate
DetectReceiveToHeader SIP_RCV_DET HEADER [n] Page 206
X _P_IPTEL SIPProxyServ | SIP_2NDPROXY ADDR [n] Page 194
er
X P _IPTEL SIPProxyServ | SIP_2NDPROXY PORT [n] Page 194
erPort2
X P IPTEL SIPRegistrar | SIP_2NDRGSTR ADDR [n] Page 194
Server2
X P IPTEL_SIPRegistrar | SIP_2NDRGSTR_ PORT_ [n] Page 195
ServerPort2
SIPRequestURIPort SIP REQURI_PORT [n] Page 201
EventSubscribe - -
Notifier SIP_PRSNC ADDR [n] Page 199
NotifierPort SIP_PRSNC_PORT [n] Page 199
ExpireTime SIP_SUBS_EXPIRE [n] Page 202
X P IPTEL_SIPNotifie | SIP_2NDPRSNC ADDR [n] Page 200
r2
X_P_IPTEL_SIPNotifie | SIP_2NDPRSNC_PORT_[n] Page 200
rPort2
RTP - -
LocalPortMin RTP_PORT MIN Page 180
LocalPortMax RTP_PORT MAX Page 180
DSCPMark DSCP_RTP_[n] Page 178
TelephoneEventPayloadT | TELEVENT PAYLOAD Page 183
ype
RTCP - -
Enable RTCP_ENABLE [n] Page 181
TxRepeatInterval RTCP_INTVL [n] Page 179
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Attribute

. . Ref.
Element (Configuration Parameter) €
ButtonMap - —
Button ID="[x]" ([x]:1-24) -
FacilityAction FLEX_BUTTON FACILITY ACT[x] Page 175
FacilityActionArgume | FLEX BUTTON FACILITY ARG[x] Page 175
nt
ButtonMessage FLEX_ BUTTON LABEL[x] Page 176
Codec - -
PacketizationPeriod RTP_PTIME Page 181
Line ID="[n]" -
Enable LINE ENABLE [n] Page 189
DirectoryNumber PHONE_NUMBER [n] Page 189
SIP — -
AuthUserName SIP_AUTHID [n] Page 190
AuthPassword SIP_PASS_[n] Page 190
URI SIP_URI_[n] Page 189
CallingFeatures - -
CallerIDName DISPLAY NAME [n] Page 184
CallWaitingEnable CW_ENABLE [n] Page 187
CallFeat — -
X P IPTEL VoiceMailA | VM NUMBER [n] Page 184
ccessNumber
X _P_IPTEL DialPlanNo | DIAL PLAN NOT MATCH ENABLE [n] Page 185
tMatchEnable
X P IPTEL SharedCall | SHARED CALL ENABLE [n] Page 186
Enable
X_P_IPTEL FwdDndSync | FWD_DND_SYNCHRO_ ENABLE_[n] Page 186
hroEnable
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Element . Att.ribute Ref.
(Configuration Parameter)
X_P_IPTEL ResourcelLi | RESOURCELIST URI_[n] Page 187
stUri
Codec - -
List ID="[y]l" ([y]:0-4) -
Enable CODEC_ENABLE[y] [n] Page 177
Priority CODEC_PRIORITY[y]_ [n] Page 177
X P _IPTEL SIP - -~
SessionTimer SIP_SESSION TIME [n] Page 193
SessionMethod SIP_SESSION METHOD [n] Page 193
FailoverEnable SIP_FOVR _NORSP [n] Page 196
FailoverMax SIP_FOVR MAX [n] Page 196
RefresherParameter SIP_REFRESHER [n] Page 197
DNSSrvEnable SIP_DNSSRV_ENA [n] Page 197
UDPSrvPrefix SIP _UDP_SRV_PREFIX [n] Page 197
TCPSrvPrefix SIP TCP_SRV_PREFIX [n] Page 198
SIP100relEnable SIP 100REL ENABLE [n] Page 198
SIP18XRetransmitInte | SIP_18X RTX INTVL [n] Page 199
rval
DelRegisterOpenEnabl | USE DEL REG_OPEN [n] Page 200
e
DelRegisterCloseEnab | USE_DEL REG_CLOSE [n] Page 200
le
UserPhoneEnable ADD USER_PHONE [n] Page 203
TransportUDPEnable ADD_TRANSPORT UDP_[n] Page 208
DelRegisterExpiresEn | ADD_EXPIRES HEADER [n] Page 209
able
AddRport SIP_ADD RPORT [n] Page 201
SubscribeFailerRetry | SUB_RTX INTVL [n] Page 202
Interval
PortPunchInterval PORT_PUNCH_INTVL_ [n] Page 201
DetectSSAF SIP_DETECT_SSAF [n] Page 206
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Element . Att.ribute Ref.
(Configuration Parameter)
SubscribeIntervalRat | SUB_INTERVAL RATE [n] Page 204
e
HoldReceiveEnable SIP_HOLD HOLDRECEIVE [n] Page 209
ContactHeaderOnACK SIP_CONTACT ON ACK [n] Page 207
AnonymousDisplayName | SIP_ANM DISPNAME [n] Page 205
AnonymousUserName SIP_ANM USERNAME [n] Page 205
AnonymousHostName SIP_ANM HOSTNAME [n] Page 206
PreferredIDEnable SIP_P_ PREFERRED ID [n] Page 203
PrivacyEnable SIP_PRIVACY [n] Page 203
AddDiversionHeader SIP_ADD DIVERSION [n] Page 209
X_P_IPTEL SDP -~ -
RTCPSendBySDP RTCP_SEND BY SDP_[n] Page 182
UserID SDP_USER_ID [n] Page 204
RFC2543HoldEnable RFC2543 HOLD ENABLE [n] Page 183
RTPCloseEnable RTP_CLOSE_ENABLE_[n] Page 182
X_P_IPTEL Jitter - —~
MaxDelay MAX DELAY [n] Page 179
MinDelay MIN DELAY [n] Page 179
NormalDelay NOM DELAY [n] Page 180
Time - -
NTPServerl NTP_ADDR Page 157
LocalTimeZone TIME_ZONE TIME_ZONE_COUNTRY Page 141
X_PANASONIC_IPTEL_ErrorRet | TIME_SYNC_INTVL Page 157
ryInterval
X PANASONIC_IPTEL Synchron | TIME QUERY INTVL Page 157
izationInterval
LAN — -
X P _IPTEL NwSettingEnable NW_SETTING_ENABLE Page 158
X_P_IPTEL HTTP - -~
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Element (Configug:ir;;?\ulg:lrameter) Ref.
Version HTTP_VER Page 155
CustomWebPage CUSTOM WEB PAGE Page 159
UserAgent HTTP_USER_AGENT Page 155
SSLVerify HTTP_SSL_VERIFY Page 156
CertificateFileURL CFG_ROOT CERTIFICATE PATH Page 156

X P _IPTEL Codec - -

CodecG71lrequirement CODEC_G711_REQ Page 176

CodecG729Parameter CODEC_G729_PARAM Page 177

X_P_IPTEL_STUN - -~

ServerAddress STUN_SERV_ADDR Page 157
ServerPort STUN_SERV_PORT Page 158
ServerAddress2 STUN_2NDSERV_ADDR Page 158
ServerPort2 STUN_2NDSERV_PORT Page 158

X P IPTEL Syslog - -

SyslogAddress SYSLOG_ADDR Page 143

SyslogPort SYSLOG_PORT Page 143

X_P_IPTEL_ HTTPD - -~

AdminID ADMIN_ID Page 140
AdminPass ADMIN PASS Page 140
UserID USER_ID Page 140
UserPass USER_PASS Page 140
AutoPortOpenEnable HTTPD_PORTOPEN AUTO Page 154

X_P_IPTEL SIP -~ —~

UserAgent SIP_USER_AGENT Page 188
ResCode - -
Dnd SIP_RESPONSE CODE_DND Page 210
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Element . Att.ribute Ref.
(Configuration Parameter)

CallReject SIP RESPONSE CODE CALL REJECT Page 210

X P IPTEL LLDP — —
Enable LLDP_ENABLE Page 151
Interval LLDP_INTERVAL Page 152
PcID LLDP_VLAN ID PC Page 152
PcPriority LLDP_VLAN PRI_PC Page 152

X_P_IPTEL VLAN = -~
Enable VLAN ENABLE Page 152
IpPhoneID VLAN ID IP PHONE Page 153
IpPhonePriority VLAN PRI _IP PHONE Page 153
PcID VLAN ID PC Page 154
PcPriority VLAN PRI _PC Page 154

X P _IPTEL Provisioning - -
ProvisionEnable PROVISION ENABLE Page 145
Option66Enable OPTION66_ ENABLE Page 144
StandardFileURL CFG_STANDARD FILE PATH Page 145
ProductFileURL CFG_PRODUCT FILE PATH Page 146
MasterFileURL CFG_MASTER FILE PATH Page 147
CyclicEnable CFG_CYCLIC Page 149
CyclicInterval CFG_CYCLIC_INTVL Page 150
RetryInterval CFG_RTRY INTVL Page 150
ResyncTime CFG_RESYNC_TIME Page 150
Keyl CFG_FILE KEY1 Page 148
Key2 CFG_FILE KEY2 Page 149
Key3 CFG_FILE KEY3 Page 149
AesKeyLength CFG_FILE KEY LENGTH Page 149
ResyncEvent CFG_RESYNC_FROM SIP Page 151

X P IPTEL Update - -
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Element . Att.ribute Ref.
(Configuration Parameter)
Enable FIRM UPGRADE_ENABLE Page 143
Version FIRM VERSION Page 143
FirmwareFileURL FIRM FILE PATH Page 144
X_P_IPTEL CallCtrl - -~
VMSubscribeEnable VM_SUBSCRIBE_ENABLE Page 159
TalkPackageEnable TALK PACKAGE Page 162
HoldPackageEnable HOLD_ PACKAGE Page 162
RingingOffSettingEnable RINGING OFF SETTING_ ENABLE Page 163
AutoCallHoldEnable AUTO_CALL_HOLD Page 163
RedialKeyCallLogEnable REDIALKEY CALLLOG_ENABLE Page 164
OnHookTransferEnable ONHOOK_TRANSFER ENABLE Page 164
InternationalCallPrefix INTERNATIONAL ACCESS CODE Page 161
CountryCallingCode COUNTRY CALLING CODE Page 161
NationalAccessCode NATIONAL ACCESS CODE Page 161
SystemOptions - —
DisconnectionMode DISCONNECTION MODE Page 164
FlashRecallTerminate FLASH RECALL TERMINATE Page 187
FlashHookContentType FLASHHOOK CONTENT TYPE Page 188
PoundKeyDelimiterEnable POUND_KEY DELIMITER ENABLE Page 174
DefaultLine DEFAULT LINE SELECT Page 161
Timers - -
FirstDigitTimeout FIRSTDIGIT TIM Page 160
IntDigitTim INTDIGIT_TIM Page 160
MacroDigitTimeout MACRODIGIT_ TIM Page 160
HoldRecallTimer HOLD RECALL TIM Page 163
DisconnectToneLenHandsfr | TONE_LEN DISCONNECT HANDSET Page 164
ee
ToneLenDisconnectHandsfr | TONE _LEN DISCONNECT HANDSFREE Page 165
ee
AutoAnswerRingTimer AUTO_ANS RING TIM Page 163
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Element Attribute Ref
(Configuration Parameter) )
PickupDirect NUM_PLAN PICKUP DIRECT Page 162
X_P_IPTEL DTMF - -
SignalLen DTMF_SIGNAL LEN Page 184
InterDigitLen DTMF_INTDIGIT TIM Page 184
X_P_IPTEL TelSetting -~ -
DisplayNameReplace DISPLAY NAME REPLACE Page 172
NumberMatchingLowerDigi NUMBER MATCHING LOWER DIGIT Page 172
NumberMatchingUpperDigit NUMBER MATCHING UPPER DIGIT Page 172
UserInterface - -
DatePattern DISPLAY DATE PATTERN Page 173
TimePattern DISPLAY TIME PATTERN Page 173
DefaultLanguage DEFAULT LANGUAGE Page 173
X P _IPTEL UserSettings - -
DataLineMode DATA LINE MODE Page 162
X_P_IPTEL Tone -~ -
Descriptionl - -
Frequency DIAL TONE1l_ FRQ Page 166
Gain DIAL TONE1l GAIN Page 166
Timing DIAL TONEl1l_ TIMING Page 166
Description2 - -
Frequency DIAL TONE2_ FRQ Page 166
Gain DIAL TONE2 GAIN Page 167
Timing DIAL_TONE2_TIMING Page 167
Description3 - -
Frequency DIAL TONE4_FRQ Page 167
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Element . Att.ribute Ref.
(Configuration Parameter)
Gain DIAL_TONE4_GAIN Page 167
Timing DIAL_TONE4_TIMING Page 167
Description4 - -
Frequency BUSY TONE_ FRQ Page 168
Gain BUSY_TONE GAIN Page 168
Timing BUSY_TONE_TIMING Page 168
Description5 - -
Frequency REORDER _TONE_FRQ Page 169
Gain REORDER_TONE_GAIN Page 169
Timing REORDER_TONE TIMING Page 169
Description6 - -
Frequency RINGBACK TONE_FRQ Page 169
Gain RINGBACK TONE_GAIN Page 170
Timing RINGBACK_TONE_TIMING Page 170
Description?7 - -
Frequency HOLD_ALARM FRQ Page 170
Gain HOLD ALARM GAIN Page 170
Timing HOLD_ ALARM TIMING Page 170
Description8 - -
Frequency CW_TONE1l_FRQ Page 171
Gain CW_TONE1l_GAIN Page 171
Timing CW_TONE1_TIMING Page 171
Description9 - -
Frequency HOLD_TONE_FRQ Page 171
Gain HOLD TONE_GAIN Page 171
Timing HOLD_TONE_ TIMING Page 172
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2.4.4.3 Editing XML Configuration Files on your PC

You can edit XML configuration files using Microsoft® XML Notepad 2007, which can be downloaded from the
Microsoft Web site. It is useful for basic editing and checking the configuration file using the schema file before
uploading to the unit.

The following procedure describes how to read a schema file.

. Select [View] and then select [Schemas].

2. Select [File] and then select [Add schemas].

3. Navigate to the schema file you want to open and then click [Open].

4. Click [OK].

-

2.4.5 Loading Settings Using the SD card

You can load configuration file settings from an SD card. All settings made in configuration files can be
configured using this method.

Configuration file preparation
Notice

* Format the SD card before use. For details about formatting, refer to the Operating Instructions on the
Panasonic Web site (— see Introduction).

1. Prepare an SD card.
For details about supported SD cards, refer to the Panasonic Web site (— see Introduction).

2. Create a configuration file using a computer’s text editor (— see 5.2.1 Configuration File Specifications
for Plain Text Provisioning).

3. Save the created configuration file in the root directory of the SD card.

To load the configuration file from the SD card
1. Insert the SD card into the unit.

2. Press on the Home screen, and then tap [Settings].

Tap [Administration], enter the administrator password, and then tap [OK].
Tap [Import Configuration file].

. Select the type of configuration file (— see 2.4.3.3 Configuration File).
Select the file name.

Tap [Import and Restart].

Z Nookrw

ote

* In addition to programming the unit, the following functions can be performed using an SD card.
— Updating the firmware (— see 7.4 Firmware Update Using the SD Card).
— Installing applications (— see 6.5 Adding Applications).

* For details about the administrator password, see 3.1.2 Phone User Interface Administrator
Menu.

Document Version 2012-07 Administrator Guide 45



Section 2 General Information on Programming

2.5 Priority of Setting Methods

46

The same settings can be configured by different configuration methods: provisioning, Web user interface
programming, etc. This section explains which value is applied when the same setting is specified by multiple
methods.

The following table shows the priority with which settings from each method are applied:

Priority Setting Method

High Settings configured from the Web user interface or the phone user interface (via
on the Home screen or the [Settings] menu)

Provisioning with the standard configuration file

Provisioning with the product configuration file

Provisioning with the master configuration file

Low Pre-provisioning with the configuration file

The factory default settings for the unit

If different values are specified for the same setting by the master configuration file and Web user interface
programming, the value specified from the Web user interface is applied. This is because values specified from
the Web user interface have a higher priority.

For settings configured from the Web user interface and the phone user interface, the value specified most
recently receives priority.

Notice
* Make sure to perform Reset to Factory Default before connecting the unit to a different phone system.
For details, see 9.1 Resetting to Factory Default and Clearing Data/Settings.
Note

* In the case of flexible button settings, configuration file programming has a higher priority than phone
user interface programming.
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Phone User Interface Programming

This section explains how to configure the unit through
the phone user interface.
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3.1 Phone User Interface Programming

This section provides information about the features that can be configured directly from the unit, but that are
not mentioned in the Operating Instructions.

For details about the other available features, settings and operations on the phone user interface, refer to the
Operating Instructions on the Panasonic Web site (— see Introduction).

3.1.1 Direct Commands

The following table shows additional features programmable with direct commands. These commands are
hidden from end users.

Direct Command Feature Ref.
[#71311] Terminal No. Page 48
[#710319] Reset Web ID/Password™ Page 48

" Not displayed on the LCD of the unit.

Notice

* Direct commands cannot be performed if a USB keyboard is connected to the unit. Disconnect the
USB keyboard before performing direct commands.

3.1.1.1 Terminal Number Settings

You can select the terminal number of the unit that you are using from [Terminal 1]-[Terminal 9], and
[Auto]. The default setting is [Auto]. [Auto] does not assign a fixed terminal number to the unit.

If multiple units try to access the same router simultaneously, errors can occur. Assigning a terminal number
1 to 9 to each of the units may prevent such errors.

To assign a terminal number to the unit

Press on the Home screen, and then tap [Settings].

Tap [About phone].

Press and hold .
When the keyboard is displayed, enter [#][7]1[3][1], and then press .

Select the desired terminal number ([Auto], [Terminal 1]-[Terminal 9]).

ok oobd-=

3.1.1.2 Reset Web ID/Password

48

Reset Web ID/Password resets all the IDs and passwords required for users and administrators to access the
Web user interface (— see Access Levels (IDs and Passwords) in 4.2.3 Before Accessing the Web User
Interface) to their factory defaults. You can perform this operation from the unit.

To perform Reset Web ID/Password

1. Press on the Home screen, and then tap [Settings].

. Tap [About phone].

2
3. Press and hold .
4

. When the keyboard is displayed, enter [#][7]1[3][9], and then press .
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Tap [OK] to confirm the reset.

Notice

* For security reasons, it is recommended that the passwords are set again immediately (— see
4.5.2 Administrator Password or 4.5.3 Change User Password).

3.1.2 Phone User Interface Administrator Menu

The unit’s administrator password is necessary to access the [Administration] menu on the unit. In this menu,
the administrator can configure the following settings:

Feature Ref.
Ethernet port settings Page 17
Import Configuration file Page 45
Applications Page 213
Update Firmware Page 222
Backup and Restore Page 224
Customize Page 212
Administrator password Page 49

The unit's administrator password is the same as the administrator password for Web user interface
programming and the default is also the same. For details, see Access Levels (IDs and Passwords) in
4.2.3 Before Accessing the Web User Interface.

The password can consist of 6 to 16 ASCII characters (case-sensitive) (— see Entering Characters in
4.2.4 Accessing the Web User Interface).

Notice

* You should manage passwords carefully, and change them regularly.

To access the unit’s administrator menu

1.
2,

3.
4.

Press on the Home screen, and then tap [Settings].

Tap [Administration], enter the administrator password, and tap [OK].

Notice

* When logging in for the first time, enter the default administrator password ("adminpass"). After
logging in, tap [Administrator password] and change the password (— see To change the
administrator password in this section).

* You can also change the administrator password using Web user interface programming (— see
4.5.2.1 Change Administrator Password) or configuration file programming (— see 5.4.1 Login
Account Settings).

When the [Administration] menu is displayed, make the necessary settings.
Tap [Exit] to logout.

To change the administrator password

1.

Press on the Home screen, and then tap [Settings].
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2. Tap [Administration], enter the administrator password, and tap [OK].

3. Tap [Administrator password], enter the new password, and enter it again for confirmation.
4. Tap [OK].

5. Tap [Exit] to logout.

Note

* You can also change the administrator password using Web user interface programming (— see
4.5.2.1 Change Administrator Password) or configuration file programming (— see 5.4.1 Login
Account Settings).
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Web User Interface Programming

This section provides information about the settings
available in the Web user interface.
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4.1 Web User Interface Setting List

The following tables show all the settings that you can configure from the Web user interface and the access
levels. For details about each setting, see the reference pages listed.
For details about setting up Web user interface programming, see 2.3 Web User Interface Programming.

Status
Access
Menu Item Section Title Setting Level” Ref.
U

Version Version Information Model 4 v Page 66

Information OS Version v v Page 66
Firmware Version v v Page 66

Network Status Network Status MAC Address v v Page 67
Ethernet Link Status (LAN v v Page 67
Port)
Ethernet Link Status (PC Port) | v v Page 67
Connection Mode v v Page 67
IP Address v v Page 67
Subnet Mask v v Page 67
Default Gateway 4 v Page 68
DNS1 v v Page 68
DNS2 4 v Page 68

VolP Status VolP Status Line No. v v Page 69
Phone Number v v Page 69
VolP Status v v Page 69

"' The access levels are abbreviated as follows:
U: User; A: Administrator
A check mark indicates that the setting is available for that access level.
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Network
Access
Menu Item Section Title Setting Level” Ref.
U A

Basic Network Connection Mode Connection Mode™ v v Page 70
Settings DHCP Settings Host Name v Page 70
Domain Name Server? el v Page 71
Static Settings Static IP Address™ el v Page 71
Subnet Mask™ el v Page 72
Default Gateway™ el v Page 72
DNS1? el v Page 72
DNS2* el v Page 72
Ethernet Port Link Speed/Duplex LAN Port? v Page 73
Settings Mode PC Port? » Page 74
LLDP Settings LLDP™ v Page 74
LLDP-MED Interval timer™ v Page 74

PC - - -
VLAN ID* v Page 75
Priority™ v Page 75
VLAN Settings Enable VLAN* v Page 75

IP Phone - - -
VLAN ID* Page 75
Priority™ Page 76

PC - - -
VLAN ID* v Page 76
Priority™ v Page 75
HTTP Client HTTP Client Settings HTTP Version® v Page 77
Settings HTTP User Agent® v Page 77
HTTP Authentication Authentication ID v v Page 78
Authentication Password v v Page 78
Proxy Server Settings Enable Proxy v Page 78
Proxy Server Address v Page 79
Proxy Server Port v Page 79
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Access
Menu Item Section Title Setting Level” Ref.
U A
Global Address Global Address Detection Method v Page 79
Detection Detection Detection Interval v Page 80
STUN Server STUN Server Address™® v Page 80
STUN Server Port® v Page 80
Static NAPT Global IP Address Global IP Address v Page 81
Settings Enable Global IP Line 1-Line 6 v | Pages1
Address Usage per Line
External RTP Port Channel 1-25 v Page 82

The access levels are abbreviated as follows:
U: User; A: Administrator

A check mark indicates that the setting is available for that access level.

This setting can also be configured through phone user interface programming.
If your phone system dealer does not allow you these settings, you cannot change them even though the unit shows the setting menu.
Contact your phone system dealer for further information.
This setting can also be configured through other programming methods (phone user interface programming or configuration file

programming).

This setting can also be configured through configuration file programming.

System
Access
Menu Item Section Title Setting Level” Ref.
U
Web Language Web Language Language v v Page 83
Administrator Change Administrator Current Password™ v Page 84
Password Password New Password? » Page 84
Confirm New Password™ v Page 84
Change User Change User Password | Current Password™ v v Page 85
Password New Password™ v Page 85
Confirm New Password® v v Page 86
Web Server Web Server Settings Web Server Port v Page 86
Settings Port Close Timer v Page 87

54

The access levels are abbreviated as follows:
U: User; A: Administrator

A check mark indicates that the setting is available for that access level.
This setting can also be configured through other programming methods (phone user interface programming or configuration file

programming).

This setting can also be configured through configuration file programming.
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VolP
Access
Menu Item Section Title Setting Level” Ref.
U A
SIP Settings SIP Setting SIP User Agent? v Page 88
SIP Settings Phone Number Phone Number? v Page 89
[Line 1]-[Line 6]
SIP URI? v Page 89
SIP Server Registrar Server Address™ v Page 89
Registrar Server Port™ v Page 89
Proxy Server Address™ v Page 90
Proxy Server Port* v Page 90
Presence Server Address™ v Page 90
Presence Server Port? v Page 90
Outbound Proxy Server | Outbound Proxy Server v Page 91
Address™
Outbound Proxy Server Port? v Page 91
SIP Service Domain Service Domain™ v Page 91
SIP Source Port Source Port? v Page 91
SIP Authentication Authentication 1D™ v Page 92
Authentication Password™ v Page 92
DNS Enable DNS SRV lookup™ v Page 92
SRV lookup Prefix for UDP™ v Page 93
SRV lookup Prefix for TCP™ v Page 93
Transport Protocol for Transport Protocol? v Page 93
SIP
Timer Settings T1 Timer? v Page 94
T2 Timer? v Page 94
Timer B* v Page 94
Timer D* v Page 95
Timer F*? v Page 95
Timer H*? v Page 95
Timer J? v Page 95
Quality of Service (QoS) | SIP Packet QoS (DSCP)? v Page 95
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Access
1
Menu Item Section Title Setting Level Ref.
U A
SIP extensions Supports 100rel (RFC 3262)* v Page 96
Supports Session Timer (RFC v Page 96
4028)*
NAT Identity Keep Alive Interval® v Page 96
Supports Rport (RFC 3581)* 4 Page 97
Security Enable SSAF (SIP Source v Page 97
Address Filter)?
VolIP Settings RTP Settings RTP Packet Time™ v Page 98
Minimum RTP Port Number? v Page 98
Maximum RTP Port Number™ v Page 99
Telephone-event Payload v Page 99
Type™
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Access
Menu Item Section Title Setting Level” Ref.
U A
VolP Settings Quality of Service (QoS) | RTP Packet QoS (DSCP)* v Page 100
[Line T}-{Line 6] RTCP Packet QoS (DSCP)? v | Page 100
Statistical Information RTCP Enable™ v Page 101
RTCP Interval® v Page 101
Jitter Buffer Maximum Delay™ v Page 101
Minimum Delay™ v Page 101
Initial Delay™ v Page 102
DTMF DTMF Type™ v Page 102
DTMF Relay™ v Page 102
Call Hold Supports RFC 2543 v Page 103
(c=0.0.0.0)2

CODEC Preferences G722 - - -
Enable™ Page 103
Priority™ Page 103

PCMA - - -
Enable® v Page 104
Priority v Page 104

G729A - - -
Enable™ Page 104
Priority™ Page 104

PCMU - - -
Enable® v Page 104
Priority™ v Page 105

" The access levels are abbreviated as follows:
U: User; A: Administrator
A check mark indicates that the setting is available for that access level.

2 This setting can also be configured through configuration file programming.
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Telephone
Access
Menu Item Section Title Setting Level” Ref.
u A
Call Control Call Control Send SUBSCRIBE to Voice v Page 105
Mail Server*
Conference Server URI? v Page 106
Inter-digit Timeout™ v Page 106
Timer for Dial Plan™ v Page 106
International Call Prefix? v Page 106
Country Calling Code™ v Page 107
National Access Code™ v Page 107
Default Line for Outgoing™ v v Page 107
Flash/Recall Button™ v Page 107
Flash Hook Event? v Page 108
Directed Call Pickup™ v Page 108
Call Rejection Phone 1-30 v v Page 108
Numbers
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Access
Menu Item Section Title Setting Level” Ref.
U A
Call Control [Line | Call Control Display Name™ v v Page 109
1-{Line 6] Voice Mail Access Number? v Page 109
Enable Shared Call? v Page 110
Synchronize Do Not Disturb v Page 110
and Call Forward™
Resource List URI* Page 111
Dial Plan Dial Plan (max 500 columns)? Page 111
Call Even If Dial Plan Does Not Page 111
Match™
Call Features Block Caller ID Page 112
Block Anonymous Call Page 112
Do Not Disturb Page 113
Call Forward Unconditional - - -
Enable Call Forward Page 113
Phone Number Page 114
Busy - - -
Enable Call Forward Page 114
Phone Number Page 115
No Answer - - -
Enable Call Forward v v Page 115
Phone Number v v Page 116
Ring Count v v Page 116
Tone Settings Dial Tone Tone Frequencies™ v Page 117
Tone Timings™ v Page 117
Busy Tone Tone Frequencies™ v Page 118
Tone Timings™ v Page 118
Ringing Tone Tone Frequencies® v Page 118
Tone Timings™ v Page 119
Stutter Tone Tone Frequencies® v Page 119
Tone Timings™ v Page 119
Reorder Tone Tone Frequencies® v Page 120
Tone Timings™ v Page 120
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Access
1
Menu Item Section Title Setting Level Ref.
U A
Telephone Telephone Settings Number Matching Lower v Page 120
Settings Digit™
Number Matching Upper v Page 121
Digit™
" The access levels are abbreviated as follows:
U: User; A: Administrator
A check mark indicates that the setting is available for that access level.
2. This setting can also be configured through configuration file programming.
Maintenance
Access
*1
Menu Item Section Title Setting Level Ref.
U
Firmware Firmware Maintenance Enable Firmware Update™ v Page 121
Maint
aintenance Firmware File URL? v | Page 122
Provisioning Provisioning Enable Provisioning™ v Page 123
Maint Maint
aintenance aintenance Standard File URL™ v | Page 123
Product File URL™ v Page 123
Master File URL™ v Page 124
Cyclic Auto Resync™ v Page 124
Resync Interval v Page 124
Header Value for Resync v Page 124
Event®
Reset to Defaults | Reset Web Data - v Page 125
Restart Restart - v Page 125

" The access levels are abbreviated as follows:
U: User; A: Administrator
A check mark indicates that the setting is available for that access level.
2. This setting can also be configured through configuration file programming.
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4.2 General Information on Web User Interface
Programming

4.2.1 Password for Web User Interface Programming

To program the unit via the Web user interface, a login account is required. There are 2 types of accounts, and

each has different access privileges.

* User: User accounts are for use by end users. Users can change the settings that are specific to the unit.

* Administrator: Administrator accounts are for use by administrators to manage the system configuration.
Administrators can change all the settings, including the network settings, in addition to the settings that
can be changed from a User account.

A separate password is assigned to each account.

For details, see Access Levels (IDs and Passwords) in 4.2.3 Before Accessing the Web User Interface.

Notice
* You should manage the passwords carefully, and change them regularly.

4.2.2 Changing the Language for Web User Interface Programming

When accessing the unit via the Web user interface on a PC connected to the same network, various menus
and settings are displayed. You can change the language used for displaying these setting items. Because
the language setting for the Web user interface is not synchronized with those of the unit, you must set the
languages for each independently.

For details, see 4.5.1 Web Language.

4.2.3 Before Accessing the Web User Interface
Recommended Environment

This unit supports the following specifications:
HTTP Version HTTP/1.0 (RFC 1945), HTTP/1.1 (RFC 2616)

Authentication Method Digest (or Basic)

The Web user interface will operate correctly in the following environments:

Operating System Microsoft Windows® XP or Windows 7 operating system
Web Browser Windows Internet Explorer® 7 or Windows Internet Explorer 8 web
browser
Language (recommended) English
Note

* Please use a computer rather than the unit for Web user interface programming.
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Opening/Closing the Web Port

To access the Web user interface, you must open the unit's Web port beforehand. For details, refer to the

Operating Instructions on the Panasonic Web site (— see Introduction).

Configuring Settings from the Unit
To open the unit’s Web port

1. Press on the Home screen, and then tap [Settings].

2. Tap [Network] and then select [Embedded web].
3. Tap [On].

To close the unit’s Web port

1. Press on the Home screen, and then tap [Settings].

2. Tap [Network] and then select [Embedded web].
3. Tap [Off].

Configuring Settings from the Web User Interface

To close the unit